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SoK: Towards a Unified Approach of Applied Replicability for Computer Security

Daniel Olszewski Tyler Tucker
University of Florida University of Florida
Abstract

Reproducibility has been an increasingly important focus
within the Security Community over the past decade. While
showing great promise for increasing the quantity and qual-
ity of available artifacts, reproducibility alone only addresses
some of the challenges to establishing experimental validity
in scientific research and is not enough to move forward our
discipline. Instead, replicability is required to test the bounds
of a hypothesis and ultimately show consistent evidence to a
scientific theory. Although there are clear benefits to replica-
bility, it remains imprecisely defined, and a formal framework
to reason about and conduct replicability experiments is lack-
ing. In this work, we systematize over 30 years of research
and recommendations on the topics of reproducibility, repli-
cability, and validity, and argue that their definitions have had
limited practical application within Computer Security. We
address these issues by providing a framework for reason-
ing about replicability, known as the Tree of Validity (ToV).
We evaluate an attack and a defense to demonstrate how the
ToV can be applied to threat modeling and experimental envi-
ronments. Further, we show two papers with Distinguished
Artifact Awards and demonstrate that true reproducibility
is often unattainable; however, meaningful comparisons are
still attainable by replicability. We expand our analysis of
two recent SoK papers, themselves replicability studies, and
demonstrate how these papers recreate multiple paths through
their respective ToVs. In so doing, we are the first to provide
a practical framework of replicability with broad applications
for, and beyond, the Security research community.

1 Introduction

Prompted by growing concerns of a reproducibility crisis
across all of science and engineering, the Security Community
has recently enacted Artifact Evaluation Committees (AECs)
in many of its most important venues. The promises of AECs
appear to be many, from creating an opportunity for current
authors to demonstrate that their claims are computationally
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reproducible to providing future researchers with artifacts
to more easily compare their results to prior efforts. While
the measured benefits of reproducibility have not yet been
fully demonstrated [40], the widespread practice of making
artifacts available and reproducible is likely to improve the
value of results published by this community.

Even with the potentially substantial increase in the number
of artifacts available to the community, significant challenges
remain. For instance, while the term computationally repro-
ducible is rigidly defined to mean a different team using the
same code and data to achieve the same result [38], there
are few meaningful definitions that assist in reasoning about
the differences between two efforts when reproducibility of
a study is not possible, such as when the underlying data or
the experimental setup are unavailable or the environmental
conditions are unattainable.

In such cases, replicability tests the limits of a hypothesis
under new conditions, providing a new understanding of the
experiments that reproducibility alone cannot achieve. Repli-
cability advances a new understanding of areas and shows a
trend across multiple independent studies. Other areas of sci-
ence (e.g., Medicine and Psychology) primarily focus efforts
on replicability. As reproducibility and replicability control
for different outcomes, the lack of reproducibility does not
mean a study is not replicable and vice versa. While this com-
munity’s efforts have primarily focused on reproducibility, we
introduce formal frameworks and methods to discuss repli-
cability. For the remainder of this paper, we will refer to the
broad field of reproducibility/replicability as Validity to be
precise in our definitions and avoid confusion.’

In this paper, we make the following contributions:

e Systematization of Validity: Previous work, not only
in computer security but all of computational science,
does not develop a comprehensive or directly applicable
definition of replicability. We systematize 30 years of

!'Validity has been used to describe reproducibility [15], but it has never to
our knowledge been used to describe the field. Borsboom et al. [17] discuss
an ontological viewpoint in Psychology to describe Validity as testing the
integrity and bounds of the hypothesis.
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meta-science on this topic with the goal of providing
a practical understanding of replicability. Further, we
examine the unique challenges and aspects of computer
security replicability.

e Framework of Validity: We provide a new approach to
classifying reproducibility/replicability using a binary
tree of available artifacts, the Tree of Validity (ToV). This
framework unifies with previous definitions of validity
and applies a structure for comparing validity studies.
We show that this framework can adapt to the needs of
the Security Community.

o Application to Case Studies: We provide two case stud-
ies of an attack and a defense paper to demonstrate
the utility of our framework to Security Research. Fur-
ther, we demonstrate using the framework on individ-
ual papers that have recognized Distinguished Artifact
awards [16, 59], showing how each can be mapped to
a ToV and how reproducibility for both is limited in
spite of their award status. We then more broadly show
the application of our framework to previous SoK pa-
pers [34,52], which show how our ToV framework uni-
fies multiple experimental efforts that move toward im-
proved claims of validity.

The benefit of this work is that it not only conceptually
systematizes the topics of replicability and validity, but it also
provides a practical framework adapted and guidance allow-
ing researchers to better contextualize their contributions to a
research area and ideally facilitate a more rapid advancement
of Security Research.

The remainder of this paper is organized as follows: Sec-
tion 2 provides definitions of terms; Section 3 systematizes
this space; Section 4 discusses the problems and challenges
that security research faces; Section 5 introduces the ToV
framework, its goals, and visualizations of multiple possi-
ble ToVs; Section 6 performs case studies on an attack and
defense paper as well as award-winning artifact papers; Sec-
tion 7 offers discussion and open problems; and Section 8
provides concluding remarks.

2 Definitions

We provide definitions of various parts of experimental
methodologies to avoid confusion.

We refer to validity as the field of science that reproducibil-
ity and replicability are a subset of. Our systematization
demonstrates the differences between the two definitions but
focuses on the complexity of replicability. A validator is a
group or team that conducts experiments to gauge the validity
of another author’s work, through reproducing or replicating
the experiments. A validity experiment is any such experiment
that is in part based on the original authors’ work.

For experiments, we define the setting as composed of
a problem and domain. We define the problem as a scien-
tific question that the experiments provide evidence to (e.g.,
deepfake detection). The domain is the environment of the
experiment. It can include but is not limited to the population
studied, time, software systems, hardware systems, etc. As an
example of a setting, detecting malicious network traffic is
the problem with the domain being a specific network.

The process is the experimental methodology conducted
in a setting. A method is the approach to gather and/or ma-
nipulate data. The data is the collection of measurements or
observations within the setting. Finally, the analysis is con-
ducted on the data and provides a quantifiable measure. To
follow the above example, the data is the network traffic (e.g.,
TCP connections). The method is how the malicious traffic
is detected (e.g., a machine learning detector). The analysis
is then a gauge of detecting the performance of the method
(e.g., false positives).

3 Systematization

To motivate the development of our framework, we provide
a systematization of the numerous proposals for defining re-
producibility and replicability. While the discussions on re-
producibility have resulted in a clear definition, replicability
remains vague and largely unexamined. As such, our sys-
tematization shows that there remain open problems with
the definitions of replicability, especially in adapting these
definitions to Security Research. This systematization is not
exhaustive of every available definition of reproducibility.
Rather, it seeks to highlight research into reproducibility and
replicability that aim to clarify misunderstandings of validity
and build frameworks to address challenges within validity.
Figure | shows the relative relation between all of the defini-
tions systematized in this work.

3.1 Claerbout Terminology

The Claerbout Terminology [45] refers to some of the first
papers to formally define computational reproducibility. We
highlight the two papers associated with building the basis
for these definitions: Claerbout et al. [18] and Peng [44].

Claerbout et al. [18] - With the proliferation of computa-
tional capabilities, Claerbout et al. [18] identified that anyone
should be able to validate computational results. This is due to
the innate ability of the original authors to code experiments,
requiring that the "validator" only runs the program. As such
they structured their classes and research group to promote
reproducible research and identified reproducibility as being
able to run the same software on the same input and obtaining
the same results. Claerbout et al. [18] proposed several goals

2Plesser [45] is the first to refer to this taxonomy as the Claerbout Termi-
nology, but Barba [14] and Liberman [37] also group these papers together.
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Figure 1: We can only represent a relative alignment of definitions proposed in this systematization, as no grounding framework
is present to compare between the definitions. The box around each term is a conceptual spectrum and covers multiple meanings.

Similar figures exist in [14,22,37,45].

for reproducible research: first, to "teach researchers how to
... reproduce their own research results a year or more later”
(i.e., longevity); second, to "learn how to leave finished work
in a condition where coworkers can reproduce the calculation
including the final illustration by pressing a button" (i.e., it-
eration); and third, to "prepare a complete copy of ... a local
software environment so that graduating students can take
their work away... to other sites ... and reproduce their work."
They achieve this goal by outlining a systematic way to pre-
pare research artifacts, where documents are created using
software that runs the code for each experiment in the compi-
lation of the document.” This is one of the first definitions of
reproducible research and self-contained experiments.

Peng [44] - In discussing the challenges faced by compu-
tational reproducibility, Peng argues that replicability is the
ultimate standard. Replicability is where "independent inves-
tigators address a scientific hypothesis and build up evidence
for or against it." This constitutes an independent verification
of the results proposed by the research. He concedes that
replication is often unavailable due to costs associated with
fully recreating an experiment. In such cases, reproducibility
can act as a minimum standard where the software and data
can be re-analyzed.

Peng builds upon Claerbout et al. [18] by introducing re-
producibility as a spectrum. He argues reproducibility exists
in terms of the availability of the artifacts starting from not
reproducible with nothing made available to code available to
code and data available to linked and executable code and data.
Full reproducibility, while not a substitute for "gold-standard
replicability,” can provide further proof for the validity of a
claim. Thus, Peng defines replicability as a fully independent
attempt to build further evidence for or against a scientific

3They modernized this work into a formal framework called ReDoc in
Schwab et al. [51].

hypothesis and reproducibility as the re-analyzing of available
code and data. While Claerbout et al. [18] provide a strict
definition for reproducibility, Peng [44] provides a strict defi-
nition for replicability (e.g., fully independent experiments)
and reproducibility as a spectrum. Counterintuitively, Peng’s
definitions put fully reproducible (i.e., only using the orig-
inal artifacts) as the closest substitute to replicability. Yet
replication experiments would exist at the opposite end of
the reproducibility spectrum because Peng’s replicability is
fully independent of the original authors. Thus, the closer
one’s experiment to full reproducibility, the farther from the
replicability standard. This spectrum does not provide context
for reproducing results by using only part of the available
artifacts.

Takeaway The Claerbout Terminology provides the foun-
dational understanding of reproducibility, yet fails to define
replicability. Fundamentally, reproducibility and repli-
cability are interchangeably treated as both properties
and actions.

3.2 Definitions by Organizations

The growing concerns for reproducibility in the mid-2010s
prompted organizations to undertake investigations into defin-
ing reproducibility. Although numerous organizations have
addressed and proposed reproducibility definitions, we dis-
cuss two prominent organizations that influence the Security
community’s understanding of reproducibility, the Associ-
ation for Computing Machinery (ACM) and the National
Academies of Science (NAS).

ACM - The ACM released their first definitions for re-
producibility derived from the International Vocabulary of
Metrology in 2016. In contention with the Claerbout terminol-
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ogy, they define Repeatability as "same team, same experimen-
tal setup”, Replicability as "different team, same experimental
set up" and Reproduciblity as "different team, different experi-
mental setup” [20]. After identifying the contentions between
the ACM’s definitions and broader computational sciences,
this version was later unified with the Claerbout terminology
in 2020 with Reproducibility as "different team, same experi-
mental setup” and Replicability as "different team, different
experimental setup" [21].* The ACM measures these proper-
ties, which results in badges awarded to published papers.

The ACM provides three badges, Artifacts Evaluated, Arti-
facts Available, and Results Validated, each with levels of the
property contained within the badge [21]. The Artifacts Eval-
uated badge contains two levels, Functional and Reusable. A
functional award is "documented, consistent, complete, and
exercisable." The associated repository must contain an in-
ventory of the artifacts included and a sufficient description to
enable the artifacts to be exercised (i.e., documented). A con-
sistent artifact is relevant to the associated paper, contributes
to the main results of a paper, and is complete if "all com-
ponents relevant to the paper in question are included" [21].
Finally, a functional artifact is exercisable if all included soft-
ware runs and generates results. The ACM defines a Reusable
artifact as "significantly exceeds minimal functionality." With
no additional properties beyond Artifact Evaluated - Func-
tional, the Reusable badge contains "carefully documented
and well-structured to the extent that reuse and repurposing
is facilitated" [21] artifacts. An Artifact Available badge is
awarded when the authors make the artifacts available through
a publicly accessible archival repository.

The Results Validated badge contains two levels, Results
Reproduced and Results Replicated [21]. Results Reproduced
is awarded when a subsequent study by an independent per-
son or team obtained the main results "using, in part, artifacts
provided by the author" [21]. Results Replicated is awarded
when an independent person or team obtains the main results
"without the use of author supplied artifacts" [21]. We note
that the badging does not fully reflect their definitions. The
ACM provides a strict definition of reproducibility, but the
badges do not follow this strict definition. For example, the
Results - Reproduced badge only requires using "in part, arti-
facts provided by the authors" [21], but the revised definition
of reproducibility "means that an independent group can ob-
tain the same result using the author’s own artifacts" [21].
Thus, these definitions do not fully align.

Takeaway The practice of reproducibility and replicabil-
ity does not always align with the conceptual definitions,
leading to inconsistent application and miscommunica-
tion.

NAS - As the growing concerns for reproducibility became

4Liberman [37] identifies that the opposing definitions were introduced
to computational science by Drummond [19].

more public, in 2017 the United States Congress entreated
the National Science Foundation (NSF) to engage the NAS
to investigate reproducibility and replicability and provide
recommendations to improve the field. The NAS released a
book on reproducibility and replicability in 2019 [38]. This
body of work represents a synthesis of over two years of
exploratory committees to define reproducibility and replica-
bility. The NAS explored numerous areas of research (e.g.,
Biology, Biomedical, Economics, Psychology, and Medicine)
to understand current undertakings of reproducibility and
aims to unify definitions across disciplines. This report highly
focuses on meta-science research and analyzes the applica-
tions of reproducibility and replicability, providing extensive
recommendations for fields of science as well as guidelines
for conducting reproducibility studies.

To differentiate between reproducibility and replicability,
the NAS first focuses on the underlying concepts. They pose
the following iterative questions related to reproducibility and
replicability:

1. "Are the data and analysis laid out with sufficient trans-

parency and clarity that the results can be checked?"

2. "If checked, do the data and analysis offered in support
of the result in fact support that result?"

3. "If the data and analysis are shown to support the origi-
nal result, can the result reported be found again in the
specific study context investigated?"

4. ”Finally, can the result reported or the inference drawn
be found again in a broader set of study contexts?"
From these questions, the NAS defines the demarcation be-
tween reproducibility and replicability between questions (2)
and (3). Reproducibility is focused on verifying the existing
claims of a paper by checking the available artifacts of a study.
Replicability is defined as testing the limits of the study and
broader implications. This introduces two new properties of
reproducibility and replicability, indirect and direct. Direct
studies imply that there was an experimental procedure that
was conducted, whether the exact same artifacts of the au-
thors (i.e., reproducibility) or new data and experiments (i.e.,
replicability). Olszewski et al. [40] performed an indirect and

direct reproducibility study on ML Security.

We note that the usage of indirect is not the same between
reproducibility and replicability. While an indirect study of
reproducibility assesses "the extent of the availability of com-
putational information" [38], an indirect replicability study is
not defined. Upon examining the studies the report classifies
as indirect replicability studies, these studies appear to focus
on assessing the validity of the methodology used across sev-
eral studies (e.g., "49.6% of the articles with null hypothesis
statistical test (NHST) results contained at least one incon-
sistency" [38]). Further, the NAS report claims that direct
reproducibility is rarer than indirect reproducibility due to the
difficulty of conducting a study, showing that 9/13 surveyed
reproducibility studies are indirect. Although no formal defini-
tion for indirect replicability is provided, they highlight 19/22
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direct replicability and 3/22 indirect replicability studies.
The NAS definitions motivate two ideas. First, it pro-
vides a term for a property implicitly identified by Peng,
indirect; there is a limit to the reproducibility of a paper
due to the availability of artifacts. Second, it motivates
the difference between replicability and reproducibility
by the purpose of conducting the study. For example,
reproducibility is checking that the artifacts support the
main results (e.g., Question 2), while replicability is test-
ing the finding in new contexts (e.g., Questions 3 and 4).

Takeaway The current taxonomies do not have a unified
convention for desired properties. There is a missing con-
nection between the purpose, outcome, and realization of
reproducibility and replicability.

3.3 Expanded Definitions

The Claerbout Terminology provided the foundation of com-
putational reproducibility, and organizations adopted versions
of it to promote reproducible research. As noted above, there
are several limitations within this theoretical understanding
of reproducibility and its adaptation to computational science.
In this section, we discuss works that build upon the previous
work by relying on different concepts to derive a taxonomy.
Gomez et al. [22] - In synthesis of a survey of 20 replication
classifications, Gomez et al. derive a framework for replica-
bility motivated by the purpose of the replication. They define
the operationals (i.e., parts) of an experiment as the protocol,
the operationalization, the population, and the experimenter.
The protocol is the experimental methodology followed to per-
form the experiment. The operationalization is the control and
response and how this effect is measured. The population is
the studied population, and the experimenters are the ones per-
forming the experiment. Gomez et al. designed the framework
for the function of the replication experiment. By modifying
the operationals, the function of the experiment changes. They
list six functions of replication: (1) to control for sampling
error; (2) to control protocol independence; (3) to understand
operationalization limits; (4) to understand population limits;
(5) to control experimenter independence; and (6) to validate
hypotheses. As an example, modifying the experimenters of
the replication fulfills the function (5), to control for experi-
menters’ independence. From these modifications, Gomez et
al. [22] define literal replication as "new runs of the experi-
ment on another sample of the same population", operational
replication as a broader category of replications that mod-
ify operations of the experiment, and conceptual replication
as changing every operation of the experiment. Operational
replication can further be denoted by the changes in the exper-
iment (e.g., changing the experimenters would be Operational
Experimenter Replication).

Of particular interest in this framework is the function of
the replication. Gomez et al. [22] primarily derive these func-

tions from Schmidt [50]. The purpose of a replication study
can be defined before conducting the experiment. Function
(1) controlling for sampling errors determines that the results
do not happen by chance. This function is achieved through
literal replication (i.e., running the same experiment on a
new collection of data from the same population). Function
(2) identifies that changing the protocol does not modify the
results. Schmidt [50] formulates this as "controlling for arte-
factual results (internal validity)." Thus, Function (2) ensures
that the result is not due to a tool or methodology (e.g., faulty
thermometer). Function (3) controls the operationalizations
of the experiment ensuring that the result is not due to how the
response is measured. For example, Function (4) assesses the
extent the result is unique to the studied population. This is
formulated as generalizability by the NAS [38]. Function (5)
determines whether the result is independent of the original
researchers. Schmidt [50] calls this a control for fraud. Func-
tion (6) seeks to validate the hypothesis. Gomez et al. [22]
define conceptual replication to meet this function.

This framework focuses on the function of replication to
derive their definitions of replicability. We note that this frame-
work does not consider Claerbout’s reproducibility. As such,
the functions of replicability are not comprehensive to valid-
ity. Although designed for Software Engineering, this frame-
work does not intuitively map to computational experiments.
As Peng points out, some methodologies rely on massive
datasets that additional studies cannot recreate. Further, this
framework focuses on complete replicability that does not
use any experimental artifacts from the original authors. As
such, although they map literal replication to repetition and
conceptual replication to reproduction, these definitions are
not consistent with the Claerbout terminology.

Takeaway The purpose of a validity study is inherently
connected to the changes made within the experiment, yet
no taxonomy currently unifies the function, the availability,
and the actualization of the experiment.

Goodman et al. [23] - Goodman et al. define three types of
reproducibility: method reproducibility, results reproducibil-
ity, and inferential reproducibility. Method reproducibility is
the provision of "enough detail about study procedures and
data so the same procedures could, in theory or in actuality,
be exactly repeated.” [23] Although they focus their discus-
sion on the theoretical ability to reproduce experiments, they
capture a similar property as the NAS, that there exists a theo-
retical ability to be methods reproducible (i.e., indirect) and
an actualization of method reproducibility (i.e., direct). They
describe results reproducibility as their version of replicabil-
ity. It is "obtaining the same results from the conduct of an
independent study whose procedures are as closely matched
to the original experiment as possible" [23].

They briefly mention robustness (i.e., the stability of re-
sults across variations of the experiment) and generalizability
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(i.e., "the persistence of the effect outside of the experimen-
tal framework" [23]). Inferential reproducibility refers to the
interpretation of the results after a study is conducted (i.e.,
a paper is inferential reproducible if an independent team
comes to the same conclusions regardless of methodology).
While an independent team may run similar experiments and
achieve results reproducibility, they may fail to be inferential
reproducible if the independent team draws different conclu-
sions. This discussion uses Bayesian statistics. "If a finding
can be reliably repeated, it is likely to be true, and if it can-
not be, its truth is in question” [23]. Finally, they identify
problems that result in why an experiment may not be repro-
ducible. This implicitly points to Gomez’s functions. Further,
they discuss that the results of reproducibility studies often
cause disagreements between the original authors and the re-
producer. This is caused by the misconception of terminology
and misrepresented methodology choices. The demarcation
between these three definitions appears to be in what part
of speech they are. Method reproducibility is described as a
property of published research, results reproducibility is an
action taken by other researchers, and the unclear terminology
can result in disagreements about the reproducibility study.

Takeaway The outcome of validity experiments builds evi-
dence towards a scientific theory. The current terminology
does not reflect that replicability is iterative and cannot
compare between two independent validity studies.

Gundersen [26] - While the previously discussed frame-
works focused on properties or functions to derive func-
tions of reproducibility, Gundersen [26] derives their frame-
work for AI/ML reproducibility from the scientific method.
They motivate the design of their framework by breaking the
MNIST dataset [36] into the step-by-step tasks needed to
re-implement the methodology. For example, to collect hand-
written digits, one would have to first gather writers, second,
have them write the numbers, and finally digitize the numbers.
Each other task within an experiment can be further broken
down into sub-tasks (e.g., data processing can be broken into
removing outliers and normalizing the data).

Gundersen defines three degrees of reproducibility: out-
come reproducible, analysis reproducible, and interpretation
reproducible. Each of these definitions is defined as the out-
come of an experiment (i.e., research is not "X reproducible”
until the experiment has been attempted). Outcome repro-
ducible is defined as the same outcome from the original
experiments. Analysis reproducible is when the outcome is
not the same, but the same analysis leads to the same interpre-
tation. Interpretation reproducible is when both the outcome
and analysis are different but lead to the same interpretation.

The three degrees of reproducibility are affected by what
is made available by the original authors. For this, Gundersen
defines four reproducibility types: R1 - Description, where
only the description of the experiment is used; R2 - Code,

where the code and description are used to reproduce the ex-
periment; R3 - Data, where the description and the data are
used; and R4 - Experiment, where the documentation, data,
and code are all used to reproduce the experiment. Gundersen
is one of the first to provide definitions that reflect what is
used from the original experiment (e.g., the same data is used
in the reproduction experiments). The reproducibility type is
iterative though and, as such, does not handle varied method-
ologies. This framework demonstrates that reproducibility and
replicability are affected by what is used from the original
experiments. While an improvement to the ACM’s defini-
tion, the same data oversimplifies the rest of the experiment.
Although it addresses several deficiencies in previous frame-
works, it does not account for what the original paper can
achieve. Thus, Gundersen treats reproducibility as an out-
come of an experiment and fails to unify reproducibility and
replicability as properties and actions.

Takeaway Current frameworks are not robust to the vary-
ing implementations of the scientific process. Further, re-
producibility as an outcome is affected by what artifacts
are used from the original experiments.

3.4 Lessons and Problems

This body of work summarizes over 30 years of work, yet sev-
eral deficiencies remain with how validity is defined and for-
malized. In this systematization, we see that reproducibility is
described as a property and as an action of an experiment. For
example, an experiment could be described as reproducible
because one could run the experiments or reproducible be-
cause one has run the experiments. We note that this is part of
the confusion one runs into when discussing validity. While
Gundersen attempts to address this by explicitly stating that
reproducibility is based on the conclusion of a validity exper-
iment, this ignores the limits to the extent the experiments
could be reproducible. Further, this does not allow compari-
son between subsequent validity studies. As such, there is no
way to reason or compare between two independent validity
studies. We address this limitation in our framework.

No taxonomy explicitly establishes that reproducibility and
replicability are not mutually exclusive. An experiment could
be reproducible but not replicable, replicable but not repro-
ducible, or both reproducible and replicable. For example,
if a paper has provided all artifacts, one could reproduce
all of their experiments by running their code and ensur-
ing that the artifacts run and output a similar result. One
could also replicate the study by coding these experiments
from scratch to demonstrate that it is replicable at some level.
These taxonomies treat reproducibility and replicability as
an ill-defined hierarchy when they control for different out-
comes. None of the previous work is meaningfully deployed,
as they fail to provide a robust and actionable framework for
assessing and comparing experimental validity across studies.
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Finally, none of these taxonomies adapt to the needs of the
security community.

4 Replicability in Security

All fields of science face challenges in achieving reproducibil-
ity and replicability. The sensitive, adversarial, and complex
nature of Security Research exacerbates existing obstacles. In
this section, we highlight unique aspects of Security Research,
including threat models, and notable challenges in Computer
Security. Further, we provide an exploration of the primary
proposed solution, artifact evaluation committees (AECs).

4.1 Security Challenges

Threat Model. There is a distinct challenge in adapting the pre-
vious frameworks discussed in Section 3. Unique to Security
Research, a threat model is often used to declare the capabili-
ties of an adversary and inform the experimental procedure.
This model often informs system configurations, analysis
methods, and the scope of experiments in ways that are not
accounted for in reproducibility and replicability taxonomies.
For example, an attack paper expresses the capabilities of the
adversary within the threat model, allowing certain actions
or attack vectors. In a reproducibility study, this means that
the threat model must be the exact same. For replicability, For
replicability, the threat model does not need to be the same but
clearly defines what differences were made. If a replication
study adopts a different threat model, either implicitly through
environmental constraints or explicitly through design, the
replication may fail, not due to flaws in the original work,
but due to a divergence in assumptions about the adversary.
For example, Provo et al. [47] propose creating honeypots
to identify adversarial capabilities. Replicating these experi-
ments will fundamentally change as the adversary may have
knowledge and adapt to the honeypot.

Further, Security does not contain the ability to express this
replication beyond a different threat model. If a publication
proposes a defense to a vulnerability, validators could test the
bounds of the defense by exposing the system to different ad-
versarial threats. Characterizing the extent to which a defense
or attack is applicable is an important part of evaluating Se-
curity Research, and the Security Community lacks a robust
communication framework for replication studies.

Challenges. As Security Research increasingly becomes
interdisciplinary, it shares several challenges for validity that
other fields experience. While traditional fields focus research
efforts in one direction, Security Research will identify a new
facet of the problem. A network protocol researcher will ad-
dress the speed of the protocol, but a Security Researcher will
focus on the integrity of the protocol. In another example,
traditional machine learning optimizes the performance of
the task given, but Jia et al. [29] propose a defense for model

attribution. The experimental process for both these prob-
lems will be similar. Security Research will face many of the
traditional problems in other fields, albeit from a different per-
spective. However, the adversarial nature of Security Research
creates additional difficulties in achieving reproducibility or
replicability such as: time to impact of research, effect on
stakeholders, transition to practice, complexity of systems,
and adversaries using developed research. The impact of Secu-
rity Research is often quicker and can directly affect multiple
stakeholders. Security Researchers focus on current research
problems, but the rate at which technology changes is rapid.
The complex systems that Security Researchers measure and
deploy are inherently difficult to reproduce and replicate [30].
The systems studied contain numerous stakeholders that can
be affected. For example, Reaves et al. [49] collected over
400,000 text messages sent to public online SMS gateways
over the course of 14 months and identified inherent problems
in two-factor authentication. Publishing the dataset could re-
sult in massive privacy problems by inadvertently disclosing
users’ phone numbers, verification codes, and other private
data. Preparing data for reproducibility or replicability ef-
forts has adverse effects on multiple stakeholders. While this
is observed in other fields (e.g., computational chemistry),
the impact can directly affect everyday users. For example,
a vulnerability to Bluetooth devices could affect billions of
devices [11]. Security Research can often have an immediate
impact on billions of users.

Security Research usually performs responsible disclosure,
where the authors disclose to a technology vendor an identi-
fied vulnerability. Even after disclosure, publishing or repli-
cating attacks can have adverse effects on stakeholders. For
example, a published attack can result in a vendor issuing a
patch, but if a user does not apply the patch, the attack can ad-
versely affect the user. For example, Tian et al. [55] identified
attacks using AT-commands present in over 2,000 Android
devices across 11 vendors. They worked with the vendors to
patch these vulnerabilities, but as the problem is in firmware,
publishing an attack could comprise millions of devices. Thus,
there is often an incentive for Security Researchers to not pub-
lish a proof-of-concept attack. In the case of identifying the
bounds of Security Research, replicating experiments can
cause adverse harm to other stakeholders. Unlike fields such
as medicine, where the transition from controlled experiments
to real-world application is mediated through formal phases
(e.g., clinical trials), Security Research often moves from lab
experiments to practical deployment with little formalization.
For example, a patch to vulnerable software may be imple-
mented without additional testing, which has resulted in the
addition of new vulnerabilities [39].

Takeaway The Security Community does not have a ro-
bust framework for communicating validity studies.
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4.2 Artifact Evaluation Committees

In response to growing calls to address reproducibility con-
cerns, artifact evaluation committees (AECs) accept artifacts
from accepted papers at a conference. The goal of the AEC
is to first ensure a level of validity through reproducibility,
and second, consolidate research artifacts for potential future
use. AECs were first introduced in computer science at the
ACM Conference on Foundations of Software Engineering
(FSE) in 2011 [32]. While FSE did not continue with AECs,
other software conferences adopted AECs such as: European
Conference on Object-Oriented Programming (ECOOP) in
2013, Object-Oriented Programming, Systems, Languages &
Applications (OOPSLA) in 2013, Principles of Programming
Languages (POPL) in 2015, and Programming Language De-
sign and Implementation (PLDI) in 2014 [1].

The first security conferences to adopt AECs were AC-
SAC and WiSec in 2017 [3,4]. ACSAC notably required
that any artifact that undergoes the artifact evaluation pro-
cess must commit to making the artifact publicly accessible
online. While ACM CCS and NDSS created AECs in the
years 2023 [9] and 2024 [10], respectively, USENIX Security
was the first Tier-1 security conference to adopt an AEC in
2020 [5]. In 2022, USENIX Security adopted a standardized
artifact appendix [8]. This resulted in a fully published arti-
fact appendix in the proceedings [7] containing the artifact
appendices submitted to the AEC. USENIX Security in 2025
adopted an Open Science Policy, requiring authors to make
available the associated artifacts for a publication available on-
line [6]. This access must be made permanently available and
as such, websites such as GitHub, are not allowed. IEEE S&P
will be adopting an AEC for 2026 [12]. We note that AECs
in their current forms only address reproducibility should
everything be made available.

5 Framework

From our systematization, we identify that there are several
shortcomings within reproducibility and replicability frame-
works. As such, the current definitions of reproducibility and
replicability do not attain a unified framework and cannot
describe the complexity of security research. Our goal is not
to provide new "words" or "adjectives" and provide a com-
mentary on how researchers should favor one definition over
the other. This becomes increasingly complex to adapt threat
models into. Instead, we introduce a new framework for char-
acterizing validity. Our goal is to provide a framework that
addresses the misunderstandings and innate properties of pre-
vious frameworks that can be used in a security context (e.g.,
adversarial attacks). Rather than treating adversarial models
as fixed or background context, our framework should allow
authors and validators to formally specify the threat scope
under which findings hold. Thus, any framework should en-
able clearer comparisons across studies and facilitate meta-
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Figure 2: The Tree of Validity shows every possible validity
experiment by using the same or different parts of an experi-
ment. We emphasize that this tree can be modified to express
different methodologies by swapping or creating new layers
in the perfect binary tree.

analyses that account for differences in threat modeling. In
this section, we discuss the goals we aim to achieve and the
properties this framework should have, formalize the frame-
work, and show it unifies with previous understanding of
reproducibility and replicability. We will then use this frame-
work to map prior efforts in Section 6.

5.1 Goals

From the previous taxonomies and identified security chal-
lenges, we define reproducibility as a form of validity of the
physical manifestations of experiments (e.g., code or data).
Replicability is designed to build evidence towards or against
the initial hypothesis. To address the limitations in previous
frameworks, our framework should meet the following goals:

o Unify with previous frameworks. The previous tax-
onomies and frameworks establish a foundation for the
field of validity. As such, any proposed work should not
oppose these definitions. Our framework should aim to
consolidate these definitions into one structure.

e Reconcile validity as a property and as an action. Much
of the confusion between the taxonomies is due to treat-
ing published work as reproducible in that it has been
reproduced and as reproducible in that it could be repro-
duced again in the future. Our framework should address
the potential for validity and reconcile the inherent limi-
tations due to the available experimental artifacts.

o Accommodate different fields and varied methodologies.
The Security Community encompasses numerous sub-
fields, and security research is growing in complexity. As
such, the proposed framework should accommodate the
adversarial features of security research and complicated
methodologies.
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Figure 3: This figure shows where all of the previous definitions map within our framework. We can see that no framework
covers every definition and that several definitions can mean similar things. For example, the NAS definition of replicability

maps to several paths through the Potential Tree of Validity.

e Quantify differences between validity studies. When va-
lidity studies are conducted, they indicate the changes
made by calling the study either reproducible or replica-
ble. Mapping such complex tasks to two or three words
is incomplete and does not allow for direct comparisons
to be made. As such, our framework should succinctly
express the differences between studies.

5.2 Tree of Validity

To motivate the construction of our framework, consider the
perfect case for reproducibility where the published research
provides all experimental artifacts. In this case, it would be
possible to use any part of the original experiment to conduct
a validity experiment. We broadly formulate our framework
around the following experiment: an experiment addresses a
problem within a domain. We refer to this as the serting as
seen in Figure 2. A method is applied to create data and then
analysis is conducted on the data, referred to as the process.
Each of these parts of an experiment will create the layers of a
perfect binary tree. The decision of the binary tree is whether
the part remains the same or different. We call this the Tree of
Validity (ToV) and visualize it in Figure 2. This Tree of Valid-
ity shows every iteration of possible validity experiments. For
example, following the upper path through the ToV (i.e., keep-
ing everything the same) would create a validity experiment
that Claerbout would describe as reproducibility. We show
how each definition from Section 3 maps to the Tree of Valid-
ity in Figure 3. Thus, the comparison between definitions is
no longer relative but quantifiable.

The layers of the Tree of Validity are not static, although
changes to the serting are most likely not to occur. There
are numerous enumerations of using the same parts of the
original experiment depending on how granular the tasks of
the experiment are expressed. For example, the steps to the

experiment could be a methodology that consists of a software
and hardware component. Thus, the method layer can be split
into a software and a hardware layer. In another example, an
experiment may wish to split the data into a train and test
layer for a machine learning problem. Further, the layers can
be swapped or removed. For example, in some experiments, it
may make sense to move data before method or remove either
layer. Thus, this formulation allows the ToV to be dynamic
to the experiment it is describing. A ToV can be constructed
for all experimental methodologies, and we show examples
of applying the ToV in Section 6.

5.3 PEC

By formulating our framework around the Tree of Validity,
we can now describe several properties of validity. We define
the Potential, Execution, and Conclusion as aspects of the
framework. Potential - Often reproducibility and replicability
are inherently limited by what experimental artifacts are made
available, a notion identified by Peng, the NAS, Goodman et
al., and Gundersen. While some assign definitions or provide
a hierarchy, they fail to provide a cohesive formulation that
identifies the Potential for validity that each published paper
inherently has. The Tree of Validity shows the Potential for
each validity experiment. Figure 4 shows the construction of
a Tree of Validity for an experiment. In practice, the authors
may not make every experimental artifact available (e.g., a
massive or private/sensitive data set). Figure 4a shows a short-
hand way of describing the experimental artifacts available
which we refer to as the Seed of Validity (SoV). We con-
struct this SoV, but the SoV can be constructed by the original
authors. We further discuss this in Section 7.

In Figure 4a, we see that the method is not available. This
could be, for example, the system code to run an experiment.
As it is not available, this limits the paths one could take
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Figure 4: (a) We see what is made available (e.g., problem, domain, data, and analysis) and what is not available (e.g., method).
This shortened figure is referred to as the Seed of Validity (SoV). (b) We can construct the potential tree from (a). Since the
method (e.g., experimental code) is not available it limits what end nodes we can reach. (c) An execution through the potential
tree is a validity experiment that results in an outcome that we can draw conclusions from.

through the tree. We show the Potential tree in Figure 4b
which reflects the possible Executions a researcher could
take to confirm validity. Since the method is not available,
it is impossible to reproduce the experiment. This does not
limit other forms of validity (e.g., replicability). For example,
a validator could implement their own method on the same
data and analysis.

Execution - The Execution of a validity experiment mani-
fests as a path from the root node of the Potential tree to a
leaf node. Thus, an Execution is the act of conducting a va-
lidity experiment. Figure 4c shows an execution of a validity
experiment in black. We can now compare validity experi-
ments as paths through the Potential tree. An execution that
follows the path where every edge is the same as the original
experiment is an execution of reproducibility. If two execu-
tions have the same path through the potential tree of validity
and at least one edge of the path walks different experimental
artifacts, then the executions are not inherently the same. For
example, if two executions test the method and analysis in a
different domain, the two domains do not have to be the same.
Every execution describes an experimental methodology and,
thus, can create its own Tree of Validity.

Conclusion - After executing a path through the Potential
tree, the output results in a Conclusion. With varying exper-
iments, this can result in a figure (e.g., a bar graph showing
results) or a number (e.g., relative differences in accuracies).

Our framework is conceptually simple, yet describes va-
lidity in a different way than previous definitions. As such,
we can express how the availability of experimental artifacts
affects the potential validity studies. Furthermore, we can
describe previous definitions in terms of our ToV. An experi-
ment’s ToV describes the potential. We can modify the ToV
such that it fits any experimental process. This framework
provides a unified communication strategy between validity
studies.
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Figure 5: Demonstrating the threat model in a ToV. The
attacker and defender capabilities are included in the ToV,
including but not limited to: knowledge, access, hardware,
system state, active or passive defense, etc.

5.4 Security Utility

As discussed in Section 4, Computer Security faces several
unique challenges to reproducibility and replicability. The
threat model is a fundamental aspect of most security papers
that describes attacker capabilities and defender capabilities.
These underlying assumptions shape the methodology and
analysis of a security paper. The ToV provides a simple way
to include these underlying assumptions and an expression
for various adaptive attacks or defenses. We consider two per-
spectives: the adversary’s and the defender’s. We emphasize
that the goal and utility of the ToV are in replicability studies.

When demonstrating a novel attack, authors typically spec-
ify the target system and delineate the capabilities of the at-
tacker. This defines the operational boundaries within which
the adversary demonstrates the exploit. For example, in vulner-
ability discovery using fuzzing, the assumed adversary may
have access to binaries, source code, or system interfaces. A
replication study using a different system configuration or set
of attacker capabilities may not yield the same results, not
due to flaws in the methodology, but due to a misalignment in
threat modeling. From the defender’s point of view, the threat
model encapsulates how the adversary can interact with the
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system. For example, a detection mechanism (e.g., intrusion
detection system) will have specific requirements of what
constitutes a vulnerability, what the attacker can perform, and
how the system can measure the problem space. An adver-
sary’s goal is explicit in the threat model and decides how
the system is evaluated. In modeling defenses for distributed
denial-of-service (DDoS) attacks, the attack model encapsu-
lates the performance of the targeted system under a DDoS
attack. In contrast, an authentication mechanism is optimized
for minimizing the false rejection rate and the false accep-
tance rate. By using a ToV, we can define the capabilities
of an attacker that a defense mechanism is robust to. This is
visualized in Figure 5.

Of primary interest in security research is how a defense
functions under an adversary aware of the defense (i.e., adap-
tive adversary), that tests the bounds of the research hypoth-
esis. An adaptive adversary can be modeled as an execution
through the ToV with different attacker assumptions and mod-
ifications within the methodology. The adaptive adversary
can interact with the defense system to modify the attack. The
flexibility of the ToV can adapt to multiple scenarios. Thus,
the ToV can accommodate a threat model and communicate
the design choices of an experiment.

6 Case Studies

To demonstrate our framework, we examine several case stud-
ies that demonstrate the challenges with Security Research
replicability. First, we create SoVs for a well-known attack
and a machine learning defense. Second, we examine repli-
cating a USENIX-award-winning artifact.

6.1 Spectre Attacks

Modern processors use branch prediction and speculative
execution, and Kocher et al. [31] leverage this to leak sensitive
information from a processor. Specifically, the Spectre attacks
leverage that a processor will attempt to guess the destination
and execute the thread to improve performance. The Spectre
attacks exploit two variants using conditional branches and
indirect branches. In this paper, Kocher et al. demonstrate the
attacks using native code, JavaScript, and eBPF.

Security. Kocher et al. [31] demonstrate several threat mod-
els and attacker capabilities. For example, one variation re-
quires running code on the target processor to leak informa-
tion (e.g., an AWS server). Defender capabilities do not exist
in this threat model since they leverage inherent features of
the processor. As such, the processor has a simple defender
capability, process isolation. Replicating this attack remains
an open and interesting problem that would identify to what
extent processors defend against Spectre attacks. Furthermore,
the Spectre attacks affect billions of devices using Intel, AMD,
and ARM processors. Thus, publishing proof-of-concepts in
the interest of replicability can raise ethical concerns. This is
further discussed in Section 7.

The several variations of the Spectre attacks can be mod-
eled in a SoV demonstrating the different variations across
several threat models. The two variations declare different
capabilities in the threat model, and the three practical demon-
strations demonstrate different attacker goals. Figure 6 depicts
two of the attack combinations consisting of exploiting branch
misdirection JavaScript and poisoning indirect branches in
native code. We note that the use of the ToVs here shows
the differences between the experimental methodologies of
the two variants of the attack. The two SoVs demonstrate
different defense capabilities and attacker goals. The attack
variations exploit different parts of a process. The goal of the
JavaScript branch misdirection is to violate the sandbox which
is demonstrated by leaking memory from another sandbox.
This is done by inducing the CPU to speculatively execute
the incorrect direction of a branch. The goal of poisoning
the indirect branch is to violate the process isolation. This
is accomplished by identifying the memory location (i.e., "a
gadget") the attacker wishes to leak, then training the Branch
Target Buffer (BTB) to mispredict a branch from an indirect
branch instruction. We note that, while similar to an attack
tree, the SoV and potential ToV include the experimental
methodology for evaluating the system, which is outside the
scope of an attack tree.

Appendix C of Kocher et al. [31] shows a proof-of-concept
attack for the x86 processor in C, but any other experiment
associated with the attack is not made available. As the attack
is not made publicly available, the potential ToV does not
include an execution that would coincide with reproducibil-
ity. The ToV describes the environment and assumptions
that inherently affect the experimental methodology. This
is informed by the measurement of the attack. For example,
Kocher et al. identify that there are error rates within the re-
covery of a memory cache, due to identifying the memory lo-
cation done through timing. While they provide a workaround
to severely limit the error rate of the Spectre attacks, the sta-
tistical nature of the attack can be replicated. In so doing, a
validator would replicate the distribution of the attack suc-
cess rate. Any future validator would consider the hardware,
attacker capabilities, and goal of the attack, including mea-
suring the error rate across different hardware setups. When

USENIX Association

34th USENIX Security Symposium 479



Threat Model
Attacker Capabilities

Threat Model
Defender Attack
\

Adaptive
Adversary

Figure 7: Entangled Watermarks by Jia et al. [29] demonstrate
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their results can clearly be shown.

running a new execution through the potential ToV, the valida-
tor can modify the defender capabilities to identify whether a
proposed defense subverts the Spectre attacks.

Takeaway The ToV can demonstrate the threat model
with the potential for replicability. No previous taxononty
can account for different assumptions of the experimental
environment.

6.2 Entangled Watermarks

Due to the expensive nature of collecting data, processing data,
and training a model, machine learning models are primary tar-
gets for being stolen. Watermarks, unique input/output pairs
known to the defender, can be employed to identify whether
a model has been stolen. Jia et al. [29] propose entangled
watermark embedding that improves on previous defenses by
pulling the watermarks from the task distribution of the data,
compared to random watermarks. This results in an overall
improvement against model stealing attacks.

Security. This case study demonstrates how a defense can
be modeled in a ToV. Jia et al. [29] evaluate the entangled
watermarks through several adaptive adversaries. These adap-
tive adversaries are modeled as executions through the ToV
as the capabilities of the adversary are different. Further, the
artifacts available dictate the level of potential ToV, as the
entangled watermark system is available, but the experiments
that evaluate the entangled watermarks are not. Thus, any
replication of the experimental methodology can train models
on entangled watermarks.

The ToV for Entangle Watermarks can be seen in Figure 7.
The top SoV demonstrates the original threat model, attack,
and defense proposed. Through the ToV, we can capture the
attacker capabilities (e.g., white-box), proposed defense (e.g.,
watermarks), and the attack leveraged. Jia et al [29] addi-
tionally demonstrate the robustness of entangled watermarks
by applying four adaptive adversaries. We show the transfer-
learning adaptive adversary that can be seen in Figure 7. In
this case, the adversary applies an additional step in their at-
tack and is fully aware of the presence of a watermark. This
changes the underlying assumptions of the system. The adver-
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Figure 8: After running Bollinger et al.’s artifacts, we obtain
fewer cookies than their reported results due to updates to
Cookie policies and websites no longer active. Beneath the
graph is our walk through the ToV of this experiment.

sary uses similar data to the training distribution and finetunes
the model on this new data to remove the entangled water-
mark. We can see that the attacker knowledge is different as
well as the model extraction.

Jia et al. [29] provide the code artifacts to train and test
the model in a CleverHans [43] implementation. The reposi-
tory includes the code to watermark the experiments they
perform on several models including CNNs, RNNs, and
ResNet [27] across several datasets including MNIST [35],
Fashion MNIST [57], CIFAR-10 [33], CIFAR-100 [33], and
Google Speech Commands [56]. Although the code is avail-
able to train the various models on their associated tasks, the
repository does not include the code associated with creating
figures or running transfer learning experiments. Thus, the
potential ToV is limited by the available artifacts. The authors
discuss how various implementations of hyperparameters can
affect the results. Thus, they provide an intuition on testing the
bounds (i.e., replicating) of the experimental methodology.

Takeaway The ToV includes differentiating between the
perspective of an attacker and a defender. Further, the ToV
can represent several experiments as executions through
the tree.

6.3 Artifact Awards and Systematizations

In this section, we demonstrate one practical walk-through of
replicating a USENIX artifact award winner [16]. We provide
other examinations of USENIX artifact award winners [59] in
Appendix A.l. Further, we demonstrate that Systematizations
of Knowledge (SoK) can be modeled as repeated executions
of ToVs using two recent SoKs on audio deepfakes [34] and
web crawlers [52] in Appendix A.2.
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Bollinger et al. [16] automate GDPR violation detection
of cookies. This work was awarded the 2022 Distinguished
Artifact award and demonstrates several interesting aspects
of our framework and challenges within Security Research.
Their methodology consists of collecting the websites from
their domain and training an ensemble decision tree on the
data. From this data, they map each cookie to a purpose and
identify potential violations from the various policies (e.g.,
Google Analytics cookies not being labeled for analytics).
They create a baseline model, which acts as an execution
through the Tree of Validity, and construct a baseline model
by querying Cookiepedia [41], which contains labels from
manual analysis on the purpose of cookies. The execution of
the baseline model only differs in the method.

Security. When measuring the state of a complex system,
the potential ToV is limited by the domain. The experiments
can be massively different, as networks have convoluted in-
teractions. Further, walking through a ToV with everything
the same can be practically infeasible.

One of the interesting aspects of this case study is the
domain. The domain considers websites taken from the
Tranco [46] ranking of May 5th, 2021 that use a consent
management platform (CMP). Time is an inherent part of the
domain. The authors dutifully note that reproducing these
experiments from scratch is infeasible, because of changes in
the state of the internet.

We run the experimental artifacts and find that 1,032 of the
6,940 (14.9%) of the URLs no longer resolve.’ This is most
likely due to websites no longer being hosted at the listed
URL if they even exist at all. We show the replicated data
collection in January of 2025 in Figure 8. Of interest, are the
functional and advertising cookies. The advertising cookies
in our run show only 42% of the original declared cookies. In
functional, we see a slight increase in this number. We show
the path through Bollinger et al.’s SoV in Figure 8 underneath
the graph. As such, reproducibility experiments conducted
on their artifacts will only result in execution paths that start
at an internal node. For example, we can train their model
with the processed training data, but we cannot recollect the
complete dataset. The experimental process in Bollinger et
al. cannot be recreated from start to finish as this changes.
They discuss this in their experimental artifact and provide
intuition on how the data collection will change over time.

Takeaway Even when all experimental artifacts are made
available, reproducibility is not always possible to execute.
However, authors can proactively address where experi-
mental methodologies will vary over confounding factors.

SThey limited the number of crawled websites in the available artifact to
6,940 to demonstrate the efficacy of the crawler.

7 Discussion

As the Security Community increasingly embraces open sci-
ence practices and reproducibility, a critical gap remains:
the absence of explicit definitions for replicability and re-
producibility. This ambiguity complicates both communica-
tion and evaluation across research efforts. In response, our
work introduces the Tree of Validity (ToV), a communication
framework designed to help validators articulate differences
in experimental methodologies for replicability and repro-
ducibility. The ToV is adaptive and intended to integrate into
existing research and teaching workflows by making the rea-
soning behind methodological choices explicit.

7.1 Replicability in Security

The Security Community is increasingly seeking to address
concerns over reproducibility. While this has primarily fo-
cused on implementing AECs, we aim to provide an addi-
tional tool that can provide a clear distinction between repro-
ducibility and replicability to promote a guided presence of
validity. Not only are previous taxonomies limited in com-
putational reproducibility, but they cannot accommodate the
complexity of security research. Our framework allows for
the perspective of a defender and an attacker that previous
taxonomies could not demonstrate.

While defenses are often made available, attacks are not
necessarily so. Making an attack publicly accessible can have
serious real-world consequences, potentially enabling the ex-
ploitation of billions of devices. For instance, the Spectre
attack affects Intel, ARM, and AMD processors. Thus, releas-
ing a working exploit could facilitate widespread harm and
exposure to liability. However, from a research perspective,
the availability of such attacks can be valuable; they enable
the study of attack chains, helping researchers understand how
seemingly minor vulnerabilities may be leveraged as stepping
stones to more severe vulnerabilities. Additionally, replicat-
ing known attacks in new contexts can help validate whether
proposed defenses remain effective under variation or adap-
tation. As one recent study highlights, poorly implemented
patches can inadvertently create new vulnerabilities [39]. Fur-
ther, Hernandez et al. [28] showed that patches were reverted
in some firmware images, causing vulnerabilities to reappear.

7.2 Current Progress and Adoption

The Security community introduced AECs to address grow-
ing concerns about reproducibility. Within our framework,
this would be walking the top path of the Tree of Validity.
Although USENIX is requiring the publication of experimen-
tal artifacts with the paper, this does not address the broader
concerns of Validity. Reproducibility shows that the results
presented in published research were obtained within the asso-
ciated artifacts. Due to complex domains or limitations in cost,
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validators cannot always execute the full reproducibility path
and instead rely on the collected artifacts (e.g., measured data).
Even in the best-case scenario, code does not always work.
Systems are complex, and we need a language to discuss how
our experiments can be affected. Our framework provides a
communication path between original authors and validators.
It presents a consistent way to communicate experimental
methodologies over generic definitions of reproducibility.

Furthermore, our framework focuses on applying replica-
bility standards to the Security Community. Our framework
promotes exploration of the underlying hypothesis by multi-
ple experimenters, incorporating a variety of differences (e.g.,
methods, data). By expressing experiments as ToVs, compar-
isons to prior work can be more precisely made and greater
evidence towards the validity of a hypothesis can be achieved.
Multiple efforts in an area can more naturally demonstrate
progress in that space, and more clearly delineate novelty.

We recognize that the nodes within the SoV are subjec-
tive to the authors and validators. Fundamentally, it does not
matter whether the choices made are subjective. Rather, if
the original authors know the determinative factors in the
experimental process and the validators agree, then they are
communicating in a consistent fashion. If disagreements oc-
cur, this can be expressed by constructing new SoVs.

We encourage authors to include a SoV in the Appendix
of their work. Modifying a pipeline figure, something most
authors could include, can result in a detailed SoV. Further,
they should identify areas that would cause variation in their
results. For example, identifying time-dependent domains or
sources of randomness. We expect that the SoV diagram can
be expanded to include these variations. This expresses where
the sources of variation occur. Further, conferences can in-
clude our framework in the publication process, and AECs can
include this as a part of the artifact appendix. The additional
figure presents limited difficulty for authors and a chance to
argue for both the contribution (e.g., independent confirma-
tion of another study) and novelty (i.e., a new contribution
such as method or data) of their work.

7.3 Applications Beyond This Study

We applied our framework to a diverse set of Security papers,
including side-channel attacks, machine learning defenses,
audio deepfakes, cookie analysis, device integrity, and web
crawlers. The framework is flexible, and we anticipate it can
provide benefits to areas outside of Security. For example,
human-computer interaction can use our framework to express
changes to experimental methodologies or specific popula-
tions involved in a study. Machine Learning researchers can
integrate this framework into their research to compare to
similar work.

This framework could also be applicable beyond computer
science. For example, biological studies are often complex
and not deterministic (e.g., population sampling). One could

use this framework to model the experimental process and
discuss where their SoV introduces variability and how that
can affect future replicability studies. Similarly, areas such
as psychology could account for factors not included in prior
studies (e.g., stress, fatigue, motivation) using this framework.

7.4 Open Problems

Our work proposes a framework for replicability that can be
adopted throughout the Security community and acts as a
foundation for the field of meta-science within the Security
community. As such, we identify several future work areas.
We define the conclusion as an outcome of an execution
through the ToV, but we do not address what quantifies as a
"successful" execution. While prior work [40,48] assigns arbi-
trary thresholds (e.g., within 10% of the results), this is subjec-
tive and falls into fallacies identified within null-hypothesis
statistical testing. For example, there can be numerous reasons
for results falling outside of 10% (e.g., time). Interpreting the
results of validity experiments is an open and difficult prob-
lem, and future research should be conducted to identify these
measures. Security research often operates in controlled envi-
ronments to limit disruption of real-world settings. An avenue
for future meta-science research is quantifying the variability
from lab-controlled. Finally, we see potential in identifying
avenues for automating replicability analysis and studies. This
approach is made easier by testbeds (e.g., SPHERE [2]), but
broader implications exist within how these processes gen-
eralize to different environments. For example, one may be
interested in testing environments outside the domain of their
original experiments. The development of tools to automate
this process can help create better mechanisms for transparent
research.

8 Conclusion

Reproducibility is a growing concern within the Security com-
munity and as such, conferences and authors are starting to
address this. Yet reproducibility is only a small part of the
broader field of validity. Replicability is the testing of the
underlying hypothesis. In this work, we provide a system-
atization of the field of computational reproducibility and
replicability. We then provide the first framework to unify def-
initions and address the limitations in prior work, specifically
in how replicability is ill-defined. Our framework is flexible
and conceptually simple, built around a binary tree of all of the
available experimental processes, the Tree of Validity. This
formulation allows consistent communication of experimental
methodologies and comparisons of reproducibility and repli-
cability studies, which we demonstrate through several case
studies of known attacks, defenses, award-winning artifacts,
and systematizations of knowledge from USENIX Security.
We encourage future authors to adopt our framework in their
research to promote open science goals.
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9 Ethics Consideration

We did not make any ethical considerations for our work, but
there are ethical ramifications of our work. Security research
often occurs in sensitive areas, such as privacy, surveillance,
and data protection. Replicating a study can inherently affect
the privacy and security of the studied area. For instance,
a sensitive dataset may be kept from the public, making a
reproducibility study impossible.

Our proposed framework aims to help researchers navigate
these challenges by offering a structured way to describe the
claims and evidence in their studies, even when full disclosure
is ethically or legally constrained. Thus, our framework en-
ables comparison without requiring sensitive components to
be made public, the Tree of Validity (ToV) encourages ethical
transparency. Further, this framework can help prompt re-
flection on the ethical boundaries of replication, encouraging
authors to document what was done.

10 Open Science

We provide all of the ToVs produced as part of this paper. Ex-
perimentally, we conducted one main experiment of replica-
bility (e.g., analyzing cookie traffic). We will provide the code
to conduct this with the submission, but note that it primarily
relies on previous artifacts of submission. To calculate our end
results we provide a script to run the collection and generate
Figure 8 at https://zenodo.org/records/15616973.
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Figure 9: This figure shows the SoV for XCHECK by Yu et
al. [59] and the execution path the AEC took to reproduce the
results.

A Appendix

A.1 Additional Case Studies
A.1.1 XCHECK

Yu et al. [59] proposed XCHECK which verifies the integrity
of the 3-D printed patient-specific devices (PSD)s. They verify
the integrity of the PSDs using various methods (e.g., gamma
analysis). In their experimental artifacts, they provide all of
the PSD plans and CT scans of the PSDs used in the study.
Thus, a validator can run Yu et al.’s gamma analysis on the CT
scans and PSDs to obtain their experimental results, but this is
not full reproducibility. As seen in Figure 9, a validator would
need to walk an execution through the ToV: using the PSD
plans, print the PSDs; then scan the PSDs using a CT scanner,
which results in usable CT scans; then the validator can apply
the gamma analysis to identify malicious attacks. XCHECK
was awarded a Results - Reproduced badge, but the execution
path does not use the same collection methodology. Instead,
it relies on the prior conducted data collection pathway. Thus,
the execution of a validity experiment for the AEC starts at
an internal node of the ToV.

The operation of the data collection methodology may af-
fect the final results. This is confirmed in Yu et al.’s discussion
section. For example, prior work [25] shows that there are op-
timal object orientations for CT scanning. Although XCHECK
is cost-efficient compared to the cost of printing organs (e.g.,
millions of dollars), validating the full experimental process
would be expensive for a validator that does not have access
to the equipment. The validator would need to buy or rent
a 3D printer and a CT scanner to run all of the associated
experiments. Specialized testbeds (e.g., SPHERE [2]) do not
currently have this expensive hardware.

Takeaway The Security community’s understanding of
reproducibility is sometimes only a partial execution of a
reproducibility pathway starting at an internal node of the
ToV.

A.2 Systematizations

Section A.1 demonstrated how Trees of Validity are built from
existing papers and their experimental artifacts. To show how
our framework allows for comparison between replicability
studies, we rely on SoKs that conducted several experiments
around a central problem. USENIX Security introduced SoKs
in 2024 [13] and published eight SoKs. We selected two
SoKs that demonstrate replicating several . First, we consider
deepfake datasets from Layton et al. [34] that iteratively run
experiments to identify problems with the construction of
deepfake datasets. Second, we demonstrate our framework on
Stafeev et al. [52], where they systematize web crawlers. In
their experiments, they run the largest experimental evaluation
of web crawlers. Both of these papers demonstrate several
executions through a tree of validity.

A.2.1 Deepfake Datasets

Layton et al. [34] conduct several experiments to identify ex-
isting problems in deepfake datasets. Although their system-
atization focuses on deepfakes in general, their experiments
are targeted at audio deepfake detection. They present three
research questions around audio deepfake datasets that are
answered through experiments. First, are models built to de-
tect audio deepfakes reproducible? Second, are the metrics
representing the performance behavior of the models suffi-
cient? Third, how does the current construction of the dataset
affect the model performance? The third research question is
answered in two parts: (1) by changing the training set and
evaluating the performance and (2) by changing the evalua-
tion set to a new domain and evaluating performance. This
experimental setup can be modeled by a ToV and shows that
each of these research questions is targeted at a subset of the
ToV. Within their work, they highlight seven models across
five experiments.

For succinctness, we highlight and construct the Tree of
Validity from one of the audio deepfake detectors they use
in the paper, RawNet2 [53]. Then, we define the execu-
tions of the three experiments using one of the other models,
wav2vec [54]. There are five other models used in the paper,
but these models would appear as the same execution path
through the ToV as wav2vec. In Figure 10, we see the exe-
cutions through the Tree of Validity that map to the research
questions presented in their paper. The Problem is detect-
ing audio deepfakes in the Domain of the ASVspoof2021
dataset [58]. As we build the Tree of Validity from the per-
spective of the RawNet2 model, the Method is the model
of detection of the RawNet2 Model. The data it is trained
on is the ASVspoof Train set and the ASVspoof Eval set to
generate the Analysis metrics of EER, FPR, and TPR.

RQ1 They reproduce the RawNet2 model using the same ex-
perimental artifacts and walk the path where all of the experi-
mental methodology remains the same. Thus, this execution
walks the path of the upper-most, as visualized in Figure 10.
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Figure 10: This figure shows the executions of the experi-
ments Layton et al. [34] conduct. We model RawNet2 as
the original experiment and wav2vec as the second model.
The grey arrows represent sub-trees that are not a part of any
execution conducted in the paper.

When reproducing wav2vec, they walk the path where the
only difference is the method. The other models that are re-
produced would also take the same path as wav2vec.

RQ2 In this research question, they are assessing the perfor-
mance of the models with a new analysis technique. Layton et
al. compute the similarity between the models, shown as the
execution from the root node to the leaf nodes of similarity.
RQ3 The third research question tests the limitations within
the datasets. As such, the two experiments that show this are
(1) changing the training set and (2) changing the test set. To
do this, they modify the train set with more real audio from
Librispeech [42] for (1). This path manifests at two leaf nodes.
The first is with the RawNet2 model on a different train set
but the same test and analysis. The second is with wav2vec
on a different train set but the same test and analysis. For
(2), they show that the models are biased towards predicting
deepfakes by only giving the models real audio. This changes
the domain with which the experiment is conducted, and the
two paths through the different domains are the executions
for wav2vec and RawNet2 on the new domains.

We can apply our framework to these experiments and
identify how the individual research questions differ exper-
imentally. In previous frameworks identified in Section 3,
RQ3.1 and RQ3.2 fall under replicability with no meaning-
ful difference. While these frameworks would label RQ1 as
reproducibility, they cannot differentiate between RQ2 and
RQ3. In our framework, we visually see that there are dif-
ferences between the research questions and can define the
differences by the path taken from the root node to the desired

Method

Problem Domain Data Analysis
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Figure 11: This figure shows the executions of the experi-
ments in Stafeev et al. [52]. We model the baseline navigation
and page similarity algorithm configuration (e.g., BFS and
URL Eq.) as the Potential Tree of Validity and show the ex-
ecutions of the possible combinations with Rnd BFS and
SimHash.

leaf node.

SoKs map a space and provide validity studies. They show
where Security research has been conducted. Therefore, by
applying our framework to Layton et al., we can denote the
differences in the research questions and highlight how the
different experimental methodologies affect the replicability
of the results.

Takeaway Our framework provides a clear distinction
between the research questions and shows the potential for
further replicability studies to improve the understanding
of the problem area.

A.2.2 Web Crawlers

Stafeev et al. [52] compare web crawlers that perform page
navigation with a page similarity algorithm. The final tool,
Arachnarium, implements seventeen-page similarity algo-
rithms and six navigation strategies. There are over 100 pos-
sible combinations of similarity algorithms and navigation
strategies. To reduce the load on real-world websites, they
down-select by performing Exp/ on self-hosted web appli-
cations and taking the ten best page similarity algorithms to
perform Exp2 on an increasingly large random samples from
disjoint CrUX Top 10k [24] buckets. While each experiment
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could be mapped to this Tree of Validity, we demonstrate the
baseline of Breadth-First Search (BFS) and URL Equal (URL
Eq.) path navigation as the potential ToV. We show the com-
binations of BFS and URL eq. with Random BFS (Rnd BFS)
and the SimHash navigation algorithm as shown in Figure 11.
Exp1 The first experiment implements the over 100 combina-
tions of the seventeen-page similarity algorithms and the six
navigation strategies. In this experiment, the data collected
is the lines of code, and the code coverage is considered for
the analysis. In the top path through the ToV, we see that
the domain is self-hosted web applications, the method is
broken up into the page navigation algorithm, BFS, and the
page similarity algorithm, URL Eq. The total app coverage
is considered for each combination. For every combination,
a unique app coverage is calculated as a different metric to
compare against.

Exp2 Once the top ten page similarity algorithms are iden-
tified, the second experiment runs the web crawlers on the
increasingly-large random samples from disjoint CrUX Top
10k buckets. This experiment collects the unique JavaScript
lines run by crawling the website and represents the bottom
sub-tree of the root node. We note that more algorithms could
be implemented within this ToV, but they would implement
in the same paths as the different pathways.

From this case study, we see the numerous executions
Stafeev et al. conducted in this work. Further, the analysis
can be augmented to create new executions through the ToV
to increase the coverage through the ToV. By proposing the
framework in this way, we can reason not only about singular
validity studies, but any number of validity studies.

Takeaway Our framework allows a comparable analysis
of multiple validity studies by providing a standardized
approach.
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